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Deliverable 2.1 
[D2.1 - AI and data literacy toolkit for 
facilitators including lessons, quizzes, 
materials, more in-depth material, videos, 
images, templates for reporting] 
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Introduc)on 
FREEYOU Next 
FREEYOU Next builds on FREEYOU – a project funded by the Media Literacy for All Programme – and 
its main product: a blended mulclingual educaconal format (and resources) for media and data 
literacy, targeted to teachers, educators, facilitators that work with youngsters. 
 

Objectives 

The project builds on an open plagorm that promotes an aware use of social media among 
youngsters, through innovacve format with a focus over the following themes: 

1. Fact-checking (social media verificacon, video/pictures authenccacon, source checking) 
2. News distribucon and amplificacon (filter bubbles, algorithmic filtering, viral content 

circulacon) 
3. Arcficial intelligence (deep fake, synthecc media, etc) 

 

Results 

Planned accvices, this toolkit, plagorm 

How to use this toolkit 

This toolkit is comprised of 2 courses that combine cujng edge tools in order to teach about data 
and media literacy. Both courses offer 2 hours of online, on-demand, materials that are devised into 
1 hour of more theoreccal thinking and 1 hour of pracccal applicacons. Both courses also offer 2 
hours of live workshop where the theoreccal and pracccal overlap by making your own creacve 
appliance of the tools seen over the course. An introductory webinar serves as a more in depth guide 
on how to use this toolkit as well as a stepping stone into the 2 courses. 

 

 

Program 
Introductory webinar 
During this webinar, we will introduce you to a wide range of tools, courses, and exercises that you 
can apply in the field of media and data literacy. The webinar lasts 2 hours and will focus on 
pracccalices, including training, pilot programs, and events, followed by a gamified discussion on the 
impact of AI and Data in educacon using Mencmeter/Kahoot. 
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Course 1: A Data World: SyntheBc Media analysis and producBon 

On-Demand Session 1: "Living in a World Built on Data"  

(1 hour) 

 

Digital Footprints and Data Shadows 

Illustrate the vast web of data we produce and interact with daily. 

The Dual Nature of Data 

Showcase the pros and cons of a data-driven society. 

The Rise of Synthecc Media 

Provide a brief history and the evolucon of deepfakes. 

Implicacons of a Data-Driven Reality 

Delve into societal and individual consequences of a world built on data. 

Myths and Facts about Data and Deepfakes 

Quiz to test understanding and reinforce key points from the session. 

 

On-Demand Session 2: "Crafting & Deciphering Synthetic Imagery" 

(1 hour) 

 

A Peek into Deepfake Technology 

Break down the technology behind deepfakes and synthecc media. 

Tools of the Trade 

Introduce various sooware and techniques to create and detect deepfakes. 

Defending Against Deepfakes 

Case studies of real-world incidents and how they were detected. 

Arcscc Endeavors with Deepfakes 

Explore how arcsts and creators use synthecc media in their work. 

Spot the Deepfake Accvity 

Challenge parccipants to discern between real images/videos and deepfakes. 

Recap Quiz 

Reinforce key points from the session. 



 6 

 

 

Live Workshop: "Empowering Educators: Navigating Synthetic Media in the 
Classroom"  

(2 hours) 

 

Icebreaker: Deepfake or Real? 

Begin with a fun accvity where parccipants guess whether certain videos are real or manipulated. 

Exploring the Toolkit 

Hands-on demonstracon of the digital toolkit. Guide through various tools and their applicacons. 

Accvity: Create Your Own 

Teachers experiment with creacng harmless deepfakes or synthecc media. 

Discussion: Synthecc Media Ethics 

Group discussion on the ethical consideracons of synthecc media. 

Curriculum Integracon 

Brainstorming on how to integrate lessons on synthecc media into various subjects. 

Wrap-Up & Q&A 

Reflect on the importance of media literacy in the age of deepfakes and answer any lingering 
quescons. 

 

 

Course 2: Chatbots in VR: The Wonders of Prompt Engineering 

On-Demand Session 1: "Chatbots and new means of visualizing them” 

(1 hour) 

 

Chajng with chatbots 

What are chatbots?  
 
Have you ever seen a chat window pop-up that keeps asking you 
the same quescon every cme you revisit a certain website? Odds 
are that’s not a real person on the other end but a chatbot. 
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Chatbots, by definicon are computer programs designed to 
simulate conversacon with human users. 

They can be used to communicate with people, answer common 
quescons, and perform specific tasks they were programmed for. 
They gather and process informacon while interaccng with the 
user and increase the level of personalizacon. 

How are they made? 
How do their llm work and what can they do? 

 

Next up we’ll look at how you can visualize chatbots in Virtual 
Reality (VR) and Mixed Reality (MR) 

Mixed reality formats 

Differences between VR/AR/MR. 

How can VR/AR be used to visualize results? 

Short quiz 

Quescons: 

● What is a chatbot primarily designed for? 
a) Playing video games 

b) Interaccng with users through text or voice 

c) Preparing coffee 

 

 

● Which of the following is a common use case for chatbots? 
a) Grilling hamburgers 

b) Assiscng with customer support 

c) Pilocng an airplane 

d) Solving complex mathemaccal equacons 

 

● Virtual Reality (VR) aims to: 
a) Augment the real world with digital elements 

b) Create a completely immersive digital environment 

c) Blend the real and digital worlds seamlessly 

d) Enhance your smartphone's camera capabilices 
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● Augmented Reality (AR) technology: 
a) Replaces the real world with a computer-generated one 

b) Adds digital content to the user's view of the real world 

c) Allows users to interact with ficconal characters 

d) Encrypts messages in the real world 

 

● Mixed Reality (MR) differs from AR and VR in that it: 
a) Combines both physical and digital elements, allowing interaccon 

b) Exclusively uses holograms 

c) Provides users with a purely virtual experience 

d) Can't be experienced with a headset 

 

 

 

On-Demand Session 2: "Chatbots and new means of visualizing them” 

(1 hour) 

 

Talking with a chatbot 

Showing some examples of exiscng chatbots and what they do/say. 

Exercise 1: Ask a chatbot about yourself. 

Comparing answers from chatbots 

What different chatbots are out there and how do they differ from eachother? LLM's 

Exercise 2: Ask the same quescon as in Exercise 1 to a different chatbot and compare the results. 

Intro to Cospaces VR/AR 

How can VR/AR be a medium for digital media 

Exercise 3: Differencate some examples of VR, AR and MR 

Programming your own VR/AR world 

How does Cospaces work? 

Exercise 4: Recreate the dialog with the chatbots in Cospaces. 
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Creacng a new CoSpaces environment 

1. Create an account 
2. Go to Spaces on the leo hand side  

 
3. Click on “+Create CoSpace” on the top right side of the screen 

 

4. Select 3D environment and then click on Empty Scene 

 

The CoSpaces Dashboard 

Once you’re in your 3D environment you will only see a camera and an empty scene. 

Let’s start by adding a environment to our world. 

1. Click on Environment in the bo%om leo corner 
2. Next click on Edit under Environment 
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3. Choose an environment that you like that suits your world. This will create a background 
that surrounds the working area of your 3D world 

 

 

Fill in your world 

1. You can add models and 3D elements from the library to your world by clicking and 
dragging them in. 

 
2. Once in your world you can edit the model using the 4 bu%on opcons: 

- You can rotate the model 
- You can move the model 
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- You can lio the model 
- You can scale the model 

3. By right-clicking on your model you get a couple more opcons: 
 

- Animate: choose a pre-made animacon that your object 
plays concnuously. 

- Code: Allows the object to be used in code 
- Speech: Give your object speech/thought bubbles 
- Physics: Choose how your object interacts with it’s 

environment 
- Transform: Move, rotate or scale your object 
- Material: Choose the color and texture of your object 
- Group: Make a composicon of different object that act as 

one. 
- A%ach: A%ach part of an object to another 
- Mask: Subtract an object from an other 
- Lock: Locks all edicng features of that object 
- Duplicate: Immediately makes a copy 
- Delete: removes the object 

 

Animate your world through code 

1. To code models make sure to check the ‘Use in CoBlocks’ checkbox for every model you 
wish to animate through coding 
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Live Workshop: "Empowering Educators: Navigating Synthetic Media in the 
Classroom"  

(2 hours) 

 

Gamifying AI: Building Chatbots for CoSpaces Edu 

Consists of: 

- Introduccon to Chatbots and their Relevance (15 mins) 

What are chatbots and how do they funccon? 

Importance and potencal of chatbots and how to integrate in virtual reality 

- Design Thinking for Chatbot Creacon (15 mins) 

User-centered design: Idencfying the VR world's user needs and how a chatbot can address those 

Craoing the personality of the chatbot: How will the characters in the VR world communicate? 
What's their backstory? What kind of tone or language will they use? 

- CoSpaces Edu Integracon (30 mins) 

Demonstracon: Showing a live example of a chatbot integrated into a CoSpaces Edu world 

Walkthrough of user interaccons 

- Break (10 mins) 

- Chatbot creacon (30 mins) 

Creacon of the chatbot in Cospaces 

Tescng the interaccons 

Last improvements 
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- Showcasing results (20 mins) 

Exchange of results and interaccons with different chatbots 

 

 

Tools and tutorials from the program (links and videos) 
SyntheBc AI (ChatGPT) 
ChatGPT, which stands for Chat Generacve Pre-trained Transformer, is a large language model-based 
chatbot developed by OpenAI, which enables users to refine and steer a conversacon towards a 
desired length, format, style, level of detail, and language. 

 

Chatbots (ChaOerbot) 
Cha6erBot is a Python library that makes it easy to generate automated responses to a user’s input. 
Cha%erBot uses a seleccon of machine learning algorithms to produce different types of responses. 
This makes it easy for developers to create chat bots and automate conversacons with users. For 
more details about the ideas and concepts behind Cha%erBot see the process flow diagram. 

VR/AR (Cospaces) 
Virtual & augmented reality is a format that can visualise media in an immersive way. CoSpaces is a 
web-based program that can be used for educaconal purposes where teachers and students can 
collaborate on digital 3D-environments and learn to animate models through simple coding 
exercises. 

 

 

Other resources (links) 
LLM vizualisaBon (free) 
Through this storytelling website, users can get an understanding of how deep neural networks 
analyse sentences and use it to formulate synthecc answers. 

 

GPTZero (free) 
GPTZero brings transparency to humans navigacng a world filled with AI content. GPTZero is the gold 
standard in AI deteccon, trained to detect ChatGPT, GPT4, Bard, LLaMa, and other AI models. 

DeepL (free) 
Like most translacon systems, DeepL Translator translates texts using arcficial neural networks. 
These networks are trained on many millions of translated texts. 
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Midjourney 
Midjourney is an example of generacve AI that can convert natural language prompts into high-
quality images. It’s only one of many machine learning-based image generators that have emerged of 
late. It relies on two relacvely new machine learning technologies, namely large language models 
and diffusion models. You may already be familiar with the former if you’ve used generacve AI 
chatbots like ChatGPT. A large language model first helps Midjourney understand the meaning of the 
words you type into your prompts. This is then converted into what is known as a vector, which you 
can imagine as a numerical version of your prompt. Finally, this vector helps guide another complex 
process known as diffusion. 

 

D-ID 
The Creacve Reality™ Studio by D-ID offers you the most robust set of generacve AI tools to produce 
stunning videos featuring talking avatars. Combining the powers of D-ID’s deep-learning face 
animacon technology, GPT-3 text generacon, and text-to-image capabilices, the self-service studio is 
the essencal plagorm for those seeking to create amazing and cujng-edge videos. 

Other applica)ons (links & videos) 
CreaBve/arBsBc applicaBons 
 

Data visualizaBons 

Entangled Landscape by Studio Above&Below 

 
Entangled Landscape is a meditacve mixed reality experience augmencng invisible collaboracve life 
of soil in the form of a digital sculpture. The artwork focuses on bringing visibility and awareness to 
the networks and exchange of resources occurring in soil at a microscopic level, invescgacng 
mutualiscc and collaboracve behaviour across different industries, natures and cultures. 

Case studies 
 

Glossary 
1. **Algorithm:** A set of rules or instruccons used by computers to perform specific tasks, such as 
data analysis or content recommendacon. 

 

2. **Bias:** Systemacc and unfair preferences or prejudices that can be present in data, algorithms, 
or media content, leading to skewed perspeccves or outcomes. 

 

3. **Confirmacon Bias:** The tendency to seek, interpret, and remember informacon that confirms 
one's exiscng beliefs while ignoring or discouncng contradictory informacon. 
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4. **Data:** Raw facts and stacsccs collected and used for analysis or reference in various contexts. 

 

5. **Digital Literacy:** The ability to find, evaluate, use, and create digital informacon and media 
content effeccvely and responsibly. 

 

6. **Fake News:** False or misleading informacon presented as news, ooen spread through social 
media and other online plagorms. 

 

7. **Filter Bubble:** The idea that internet algorithms can create personalized online environments 
by showing users content that aligns with their exiscng preferences, potencally limicng exposure to 
diverse viewpoints. 

 

8. **Hacking:** Unauthorized access, manipulacon, or damage to computer systems, networks, or 
data. 

 

9. **Informacon Literacy:** The ability to locate, evaluate, and effeccvely use informacon from 
various sources, especially in academic or research contexts. 

 

10. **Media Literacy:** The ability to criccally analyze, evaluate, and understand media messages, 
including those from television, radio, print, and digital sources. 

 

11. **Misinformacon:** False or inaccurate informacon spread without malicious intent. 

 

12. **Open Data:** Data that is freely available for anyone to use, reuse, and redistribute, ooen with 
the goal of promocng transparency and accountability. 

 

13. **Privacy:** The right to control one's personal informacon and data, including how it is 
collected, stored, and shared. 

 

14. **Social Media:** Online plagorms that enable users to create, share, and interact with content 
and other users. 

 

15. **Stereotype:** A widely held but oversimplified and generalized belief or idea about a 
parccular group of people or things. 
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16. **Transparency:** The praccce of making processes, decisions, and informacon clear and easily 
accessible to the public. 

 

17. **User-generated Content (UGC):** Content created and shared by users on online plagorms, 
such as social media, forums, and wikis. 

 

18. **Virality:** The rapid spread of content, ooen through social media, due to its popularity and 
shareability. 

 

19. **Clickbait:** Sensaconal or misleading headlines and content designed to a%ract clicks and 
views. 

 

20. **Fact-checking:** The process of verifying the accuracy and credibility of informacon and 
claims, ooen performed by journalists and researchers. 

 

21. **Data Visualizacon:** The use of charts, graphs, and other visual representacons to present 
data in a more understandable and meaningful way. 

 

22. **Ethical Journalism:** Adherence to ethical principles and standards in news reporcng, 
including accuracy, fairness, and objeccvity. 

 

23. **Digital Footprint:** The trail of digital informacon and data leo behind by a person's online 
accvices. 

 

24. **Deepfake:** Arcficially generated media, ooen using deep learning techniques, to create 
realiscc but fake audio, video, or images. 

 

25. **Net Neutrality:** The principle that internet service providers should treat all data on the 
internet equally, without discriminacon or preference for specific content or services. 

 

26. **Chatbots:** a computer program designed to simulate conversacon with human users, 
especially over the internet. 

 

27. **Large Language Model (LLM):** A large language model (LLM) is a type of arcficial intelligence 
(AI) algorithm that uses deep learning techniques and massively large data sets to understand, 
summarize, generate and predict new content. The term generacve AI also is closely connected with 
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LLMs, which are, in fact, a type of generacve AI that has been specifically architected to help 
generate text-based content. 

 

28. ** Arcficial Inteligence (AI):** An area of study concerned with making computers copy 
intelligent human behavior 

 

QR code to telegram group for teachers  

(for feedback) 
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Course 1 

[A Data World: Synthetic Media analysis 
and production] 
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MODULE 1.1  
DATA: Living in a World Built on Data 
 
Course Introduction:  
The ecosystem of over-information in which we are immersed requires a 
great ability to discern accurate data from distorted or misleading ones. 
Today, more than ever, data is of unprecedented importance, which is why 
even data (sometimes) lies.  
 
Knowing how to verify the reliability of a data collection is a fundamental 
skill for interpreting the complexity of the world around us.  
 
In this course, we will see together: 
 
✔ How to distinguish accurate data from unverified or manipulated data. 
 
✔ Strategies for identifying biases and prejudices in data. 
 
✔ How to create ethically and scientifically reliable data collections. 
 

 
UNITY 1 - If data says so... 
 
TITLE: If data says so… 
 
What it is about: Our world is written in the form of data, whether reliable 
or manipulated. But how do we verify data? What do we have to watch 
out for when it comes to interpreting data? 
 

QUIZ 
A. Which data collection is most likely to be unreliable? (choose the 

most complete answer) 
A data collection created with only qualitative data  

B. A data collection created by a third party whose interests are the 
subject of the survey  

C. A data collection created with quantitative data only 
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Explanation: A data collection whose source pursues a partisan interest is 
likely to be unreliable. In this sense, one thinks of the 'data' published by the 
big tobacco corporations in the post-war period that 'proved' that smoking 
did not cause any disease. 
 
2) Can data help us overcome our prejudices? (choose the correct 
answer). Choose only ONE best answer. 

A. No, data are only useful for science 
B. Yes, data are always true and can guide us in our choices  
C. Yes, data can help us change our perception which can sometimes 

be fallacious  
 
Explanation: The correct answer is 'C'. Our perception of some phenomena 
is imperfect and fallacious and data can help us overcome this flaw. 
 

UNITY 2 - WHY DATA  
 
What it is about: the value of data is structurally linked to the source from 
which it comes. In this lesson, we will look at how to verify sources and how 
sources can influence the narrative that data make of our world. 
 
QUIZ  
1) Which of these sources is NOT an official source?  (choose the correct 
answer). Choose only ONE best answer. 

A. Istat 
B. Melarossa 
C. Eurostat 

 
Explanation: Melarossa is an application that collects data from its users 
so it cannot be considered an official source 
 

2) Which of these sites is an aggregator? Choose only ONE best answer. 
A. World Bank 
B. OMS  
C. WikiData 
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Explanation: WikiData is an aggregator. An aggregator is defined as those 
entities that collect a large amount of data from different sources. 
 

Unit 3 – the TAG method 

What is it about: How does the TAG method work for data management? 

 
Now it's your turn 
 
QUESTION 1 OF 1 
 
What does the acronym TAG stand for? (choose the most complete 
answer). Choose only THE best answer (one). 

A. Find the source, Analyze the content, and Look around.  
B. Find the source, Analyze the content, and Manage the data  
C. Find the source, Associate the data, and Look around  

 
CONFIRM: The TAG method invites us to Find the source, Analyze the 
content, and Look around. This method of analysis allows us not to be 
fooled by news that is only seemingly truthful. 
 
 
Unit 4 - Case study 1 - The 35 euros for the reception of refugees 
 
Video duration: 06:35 
Tools used: applying the TAG method 
What it's about: In this lesson we look together at an example of how we 
can apply the TAG method to a news story.  
Slide: download here 
 
Now it's your turn 
 
QUESTION 1 OF 1 
 
Why can it be useful to research the sources used to write an 
article? (choose the most complete answer). Choose only THE best answer 
(one). 
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A. Because the person who wrote it may have misunderstood the data  
B. Because the newspaper that reported the article may have a 

"biased" editorial line 
C. Because the newspaper reporting the news may have chosen to 

report biased news related to the data so as to create "scandal" in 
public opinion 

 
CONFIRM: Seeking out the sources from which the data used in an article 
were extracted is a good practice to use when we believe we are faced 
with the instrumentalization of a piece of data. 
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Module 1.2 

Synthetic Media – Crafting & Deciphering Synthetic Imagery 
 
Course Introduction  
 
Title: What will we talk about in this course? 
 
Let's kick off the journey into Synthetic Media! 

Synthetic media is transforming how we create and consume digital 
content. This technology enables the generation of images, videos, and 
audio in an entirely new way, opening the doors to unprecedented forms of 
creativity and communication. 

However, with this innovation comes the need for a profound 
understanding of how these synthetic media operate and the ethical 
implications they carry. The data used to train the models deeply 
influences the outcomes, prompting a critical reflection on their reliability 
and, more importantly, the value of what they produce. 

In this course, we will explore together: 

✔ How to identify whether content is artificially generated 

✔ The artistic value of synthetic works 

✔ We will put our new skills into practice, using tools to create synthetic 
media 
 
 
 
2. Course Guide 
 
We have prepared a guide with all the relevant information for this training 
program: dates, links, and support addresses. 
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UNITY 1 What are synthetic media 
Title: What are synthetic media 
 
VIDEO  
 
Video duration: 6:13 
 
What's it about: By now, synthetic media are everywhere. From news sites 
to advertisements, artificially generated media have made their way into 
our everyday lives. In this lecture we will see:  

• What is meant by synthetic media  
• How media have evolved over time  
• How many kinds of artificial content exist today 

 
Now it's your turn - QUIZ 
 
Question 1 : Synthetic media are… 

A. Digital content created by AI  
B. Digital content created in a short timeframe 
C. AI-generated information videos 

 
Explanation: Synthetic media (video, audio, images and text) are media 
generated by artificial intelligence (AI) that manages all (or part) of the 
creative process. 
 

Question 2  : Who is Lil Miquela? (choose the correct answer). Choose only 
ONE best answer. 

A. An influencer who talks about the creative potential of AI  
B. An influencer, dealing with synthetic media in the field of music 
C. A project, it is a virtual avatar created by a team of professionals in 

special effects. 
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UNITY 2 - FROM TEXT TO… 
Title: From text to…  
 
What it's about: What does it mean when we talk about artificial 
intelligence "text to..."? What are the stages that allow transforming a 
description into an image? Let's discover it together! 
 
 
QUIZ:  

"What is latent space? Choose only ONE best answer. 

A. The phase in which you think about the prompt to insert to obtain the 
desired image. 

B. A bridge between textual descriptions and visual images. 
 
Explanation: Latent space is the place where the representation is 
generated following the training phase of the AI model. This representation 
is a kind of summary of essential features of both text and images. In this 
sense, we can think of latent space as a bridge between textual 
descriptions and visual images that allows the model to generalize from 
text to image. 
 
 
UNITY 3 - TOOLS FOR CREATING SYNTHETIC MEDIA  
 
Title: Tools for creating synthetic media  
 
What it’s about: what tools make up the AI ecosystem to date? Let's look 
together at some examples 
 
QUIZ:  
To generate an image artificially, you should use... (Choose only ONE best 
answer) 

A. Dream Studio by Stable Diffusion 
B. Google Bard 
C. ChatGPT 
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Explanation: To generate a synthetic image from a textual prompt, the 
most suitable tool is certainly Dream Studio from the open source tool 
Stable Diffusion. 
 
 

UNITY 4 - USES AND ABUSES  
 
Uses and Abuses 
What it's about: How does creativity evolve with the advent of AI? In the era 
of ultimate reproducibility, we explore the transformation of visual arts and 
the crisis of the concept of artistic originality through technology. 
 

Quiz  
1) Who were the Belamy? Choose only ONE best answer. 

A. An imaginary family within a novel generated by Open AI  
B. An 18th century French family whose portraits were artificially 

generated and sold at auction 
C. An imaginary family invented by the French collective Obvious to 

create a collection of AI-generated portraits. 
 
Explanation: The correct answer is 'C'  
The Belamy family is an imaginary family created by French collective 
Obvious to create a collection of AI-generated portraits. The painting 
depicting Edmond de Belamy was sold at auction by Christie's for an 
estimated $432,500 in 2018. 
 
2) Is generative artificial intelligence being used to polarize public opinion? 
Choose only ONE best answer. 

A. Yes, the abuse of AI is sadly common. Especially when conflict 
breaks out, the use of AI tools for propaganda purposes is 
commonplace.  

B. No, the use of AI is strictly regulated when it comes to politics and 
public opinion. 

 
Explanation: Unfortunately, the misuse of AI tools for propaganda 
purposes is very frequent. Today, despite European directives, it is very 
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difficult to limit the spread of false content generated to polarise public 
opinion. 
 
 
UNITY 5 - How to analyze AI-generated media 
 
What it’s about: artificial intelligence tools are becoming more refined 
every day, yet AI still leaves traces. In this lesson, we learn what to look at to 
see if we are dealing with synthetic media. 
 
Quiz:  
1) To spot a synthetic media, what is most useful to check? (Choose the 
most complete answer). Choose only ONE best answer. 

A. Cartoon style details and glassy eyes  
B. Facial details, movements, background elements and possible 

glitches 
C. Hand and background distortions 

 
Explanation: The correct answer is 'B'  
If we are uncertain about the nature of an image, it is useful to first observe 
these elements: facial details, movements, background elements and 
possible glitches. 
 

2) Which of these tools are capable of assessing the likelihood of an image 
being artificially generated? Choose only ONE best answer. 

A. Stable Attribution, Deepware and InVID 
B. Google, InVID and Slack 
C. Google Bard, InVID and Deepware 

 
Explanation: The correct answer is 'A'  
The most suitable tools for assessing the authenticity or otherwise of an 
image are: Stable Attribution, Deepware and InVID. Beware however, 'AI 
Detectors' are still imprecise tools and can still lead us into error. 
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Course 2 
[Chatbots in VR: The Wonders Of Prompt 
Engineering] 
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MODULE 2.1  
Chatbots and new means of visualizing them 
 
Course Introduction:  
Have you ever seen a chat window pop-up that keeps asking you the same 
question every time you revisit a certain website? Odds are that’s not a real 
person on the other end but a chatbot. Chatbots, by definition are 
computer programs designed to simulate conversation with human users. 
They can be used to communicate with people, answer common 
questions, and perform specific tasks they were programmed for. They 
gather and process information while interacting with the user and 
increase the level of personalization. 
 
In this course, we will see together: 
 
✔ How do chatbots work. 
 
✔ How to make one yourself. 
 
✔ How to visualize them in new innovative formats. 
 

UNIT 1 - What do the bots say... 
 
TITLE: What do the bots say… 
 
What it is about: More and more people interact with nonhuman 
algorithms everyday. What are these programs used for and how do they 
work? Can they really simulate real conversations? 
 
QUIZ 

1. What is a chatbot primarily designed for? 
A. To connect you with people online to chat with 
B. To interact with users through text or voice 
C. For automations  
 
Explanation: Chatbots, by definition are computer programs designed to 
simulate conversation with human users. They can be used to 
communicate with people, answer common questions, and perform 
specific tasks they were programmed for. They gather and process 
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information while interacting with the user and increase the level of 
personalization. 
 
2) When training a chatbot, which of the following factors is crucial for 
reducing bias in its responses? (choose the correct answer). Choose only 
ONE best answer. 
A. Utilizing a diverse dataset. 
B. Increasing the model's processing speed. 
C. Incorporating complex language patterns. 
 
Explanation: The correct answer is 'A' because incorporating a diverse 
dataset helps mitigate bias by exposing the model to a wide range of 
perspectives and language nuances, reducing the likelihood of skewed or 
discriminatory responses. 
 
UNIT 2 - How they talk 
 
What it is about: Natural Language Processing (NLP) is a branch of artificial 
intelligence that focuses on enabling computers to understand, interpret, 
and generate human language, allowing machines to interact with users 
in a more natural and meaningful way. 
 
QUIZ  
1) What is the primary goal of Natural Language Processing (NLP)? 
A. Enhancing computer processing speed. 
B. Enabling computers to understand, interpret, and generate human 
language. 
C. Improving hardware performance for language-related tasks. 
 
Explanation:B is the most correct answer because it accurately captures 
the primary goal of Natural Language Processing (NLP). NLP is focused on 
empowering computers to comprehend and work with human language, 
allowing them to process, interpret, and generate text in a way that 
facilitates meaningful interaction with users. 
 
2) Which of the following industries has prominently adopted chatbots and 
Natural Language Processing (NLP) to enhance customer interactions and 
streamline processes? Choose only ONE best answer. 
A. Agriculture 
B. Healthcare 
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C. Textile Manufacturing 
 
Explanation:  In the healthcare industry, chatbots and NLP technologies are 
widely used to facilitate patient engagement, appointment scheduling, 
and symptom analysis. 
 

Unit 3 – The next word in a sentence 

What is it about: In this section we’ll device into how a chatbot works. An 
oversimplified explanation of a chatbot is a program that can predict the 
next word in a sentence and formulate it in a given context. They do this 
with the help of Semantic Role Labeling (SRL) in NLP. 

 
Now it's your turn 
 
QUESTION 1 OF 1 
 
In NLP, what does Semantic Role Labeling (SRL) aim to identify? Choose 
only THE best answer (one). 
A. The sentiment of a text. 
B. The relationships between words and their roles in a sentence. 
C. The grammatical structure of a paragraph. 
 
CONFIRM: While option c refers to a relevant aspect of NLP (word frequency 
analysis), it doesn't specifically capture the primary goal of Semantic Role 
Labeling, which is to identify the relationships between words and their 
roles in a sentence. 
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Module 2.2 

 Digital  Medias – New Realities 
 
Course Introduction  
 
The advent of Virtual Reality (VR), Augmented Reality (AR), and Mixed 
Reality (MR) represents a transformative era in technology, altering how we 
engage with the digital realm. VR immerses users in simulated 
environments, AR overlays digital information onto the real world, and MR 
seamlessly combines elements of both. Beyond entertainment, these 
technologies find applications in education, healthcare, and various 
industries, promising to redefine and enhance our daily experiences in a 
digitally interconnected world. 

In this course, we will explore together: 

✔ The difference between VR / AR / MR 

✔ The artistic value of these digital media 

✔ We will put our new skills into practice, using tools to create immersive 
media 
 
 
 
1. Course Guide 
 
We have prepared a guide with all the relevant information for this training 
program: dates, links, and support addresses. 
 
 
 
 
 
 
 
 
 

UNIT 1 Fully immersed in VR 
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What's it about: Virtual Reality (VR) is a computer-generated simulation 
that immerses users in a synthetic, interactive environment, providing a 
sense of presence and engagement. In this lecture we will see:  

• What does it mean to be fully immersed 
• How media have evolved over time  
• How many kinds of artificial content exist today 

 
Now it's your turn - QUIZ 
 
Question 1 : What distinguishes VR from traditional 3D technology? 
A. The use of head-mounted displays. 
B. Integration of surround sound systems. 
C. Enhanced color saturation in visuals. 
 
Explanation: Virtual Reality (VR) is distinguished from traditional 3D 
technology by the use of head-mounted displays, which immerse users in 
a fully immersive, interactive environment rather than relying on flat 
screens for visual representation. 
 
Question 2  : Which component is crucial for tracking the user's movement 
in VR? 
A. Haptic feedback gloves. 
B. External cameras or sensors. 
C. High-resolution display screens. 
 
Explanation: because external cameras or sensors are crucial for tracking 
the user's movement in Virtual Reality (VR), enabling the system to monitor 
and respond to the user's position in real-time, contributing to a more 
immersive and interactive experience. 
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UNIT 2 - Exploring the Augmented Reality 
 
What it's about: Augmented Reality (AR) is a technology that overlays 
digital information, such as images, videos, or data, onto the real-world 
environment, enhancing users' perception and interaction with their 
surroundings. Unlike Virtual Reality (VR), AR does not immerse users in a 
completely computer-generated environment but rather enhances the 
existing environment by integrating digital elements. 
 
 
QUIZ:  

What distinguishes Augmented Reality (AR) from Virtual Reality (VR)? 
Choose only ONE best answer. 

A. AR immerses users in entirely computer-generated environments. 
B. AR overlays digital content onto the real-world environment. 
C. AR requires the use of haptic feedback gloves for interaction. 
 
Explanation: Augmented Reality enhances the real-world view by adding 
digital elements, providing an enriched and context-aware user 
experience. 
 
Which technology is commonly used for markerless tracking in AR 
applications? Choose only ONE best answer. 
 
 
A. GPS (Global Positioning System). 
B. QR codes. 
C. Object recognition and computer vision. 
 
Explanation: Markerless tracking in AR applications often involves object 
recognition and computer vision technologies to identify and track real-
world objects. 
 
 
 
 
 

UNIT 3 - Mixing in MR 
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What it’s about: Mixed Reality (MR) represents a cutting-edge technology 
that seamlessly blends the physical and digital worlds, creating a unified 
and interactive environment where virtual elements coexist with the real 
world. Unlike Virtual Reality (VR) or Augmented Reality (AR) in isolation, MR 
integrates both, allowing users to engage with and manipulate digital 
content while interacting with their physical surroundings. This 
transformative technology opens new avenues for immersive experiences, 
interactive simulations, and innovative applications across various 
industries, promising a future where the boundaries between the real and 
virtual are dynamically redefined. 
 
QUIZ:  
What distinguishes Mixed Reality (MR) from Virtual Reality (VR) and 
Augmented Reality (AR)? (Choose only ONE best answer) 
 
 
A. MR only uses computer-generated simulations. 
B. MR seamlessly integrates digital and physical elements in the 
user's environment. 
C. MR exclusively relies on augmented visuals. 
 
Explanation: Mixed Reality (MR) stands out by seamlessly integrating 
digital and physical elements, allowing users to interact with computer-
generated content in the real-world environment, distinguishing it from 
both Virtual Reality (VR) and Augmented Reality (AR). 
 
In the context of Mixed Reality (MR), what is the term used to describe the 
digital objects anchored to the real-world environment? (Choose only ONE 
best answer) 
 
 
A. Virtual overlays. 
B. Augmented elements. 
C. Holographic content. 
 
Explanation:  The term "holographic content" is used to describe digital 
objects anchored to the real-world environment, emphasizing the 
immersive and interactive nature of the digital overlays. 
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How does Mixed Reality (MR) differ from Augmented Reality (AR) regarding 
the interaction with digital objects? 
 
 
A. MR allows users to only view but not interact with digital objects. 
B. MR enables users to interact and manipulate digital objects in the 
real-world space. 
C. AR and MR have similar interaction capabilities. 
 
Explanation:  Unlike Augmented Reality (AR), Mixed Reality (MR) empowers 
users to not only view but also interact and manipulate digital objects 
within the real-world surroundings, providing a more dynamic and 
engaging experience. 
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VIDEO FREEYOU NEXT:  
 
COURSE 1 
MODULO 1.1: 
https://youtu.be/PNfHbAm1cQo?si=5qOfzmfdaoqGUCI-  
 
MODULO 1.2: 
https://youtu.be/tB3i9u9o91M?si=ndn8ESghvx28fNDj 
 
COURSE 2 
MODULO 2.1 
 
MODULO 2.2 
https://drive.google.com/drive/folders/189pF1XeXNTPpTrDBTF5yarHe0W
O-R-mx  
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PART 1

A brief history of 
data-collection
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DATA HAVE BEEN COLLECTED
SINCE… FOREVER
Data have always been used to give
humans a more precise idea of complex
phenomena.
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BEFORE THE INTERNET

18000 BC: Ishango bone
1663: John Graunt’s mortality rates
1786: William Playfair’s standard charts
1859: Florence Nightingale’s visualisations
1960: Supercomputers
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BEFORE THE INTERNET

18000 BC: Ishango bone
1663: John Graunt’s mortality rates
1786: William Playfair’s standard charts
1859: Florence Nightingale’s visualisations
1960: Supercomputers

AFTER THE INTERNET

2009: Open Data
2014: Self-tracking
2018: Cambridge Analytica
2020: Infodemic
2023: ChatGPT
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PART 2

Diving into data
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DATA HELP US UNDERSTAND THE
WORLD WE LIVE IN
Data have always been used to give us
a more precise idea of complex
phenomena.

In the digital age, they are also
increasingly used to give more reliability
to information exchanges.
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Source: Mona Chalabi

https://www.instagram.com/p/CtHUsw4Od0L/
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Source: Mona Chalabi

https://twitter.com/MonaChalabi/status/1075777777905926145/photo/1
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DATA HELP US BECAUSE OUR
PERCEPTION OFTEN FAILS US

Our perception is not well suited to get a
grasp of some complex aspects of
reality.
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Special Eurobarometer Dec 2021

https://migrant-integration.ec.europa.eu/system/files/2022-06/Integration%20of%20Immigrants%20in%20the%20European%20Union_Report_EN.pdf
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Special Eurobarometer Dec 2021

https://migrant-integration.ec.europa.eu/system/files/2022-06/Integration%20of%20Immigrants%20in%20the%20European%20Union_Report_EN.pdf
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DATA HELPS US OVERCOME OUR
COGNITIVE 'BIASES'
Our perception is negatively impacted by
a good number of cognitive biases. Data
can help us limit their effect.

Rosy retrospection
Anecdotal evidence
Confirmation bias
False consensus effect
…
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SO, DATA ARE GOOD AND HELP US
BUT…
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SO, DATA ARE GOOD AND HELP US
BUT…
... only if they are used correctly and, 
above all, if we know how to read them 
critically.
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«Without knowing the source and context, a given 
statistic is useless. However, numbers and 
statistics appear rigorous and reliable simply 
because they show quantities and because of their 
tendency to spread…»

Carl T. Bergstrom, Jevin West “Calling Bullshit: The Art 
of Skepticism in a Data-Driven World”



DATA LITERACY

PART 3
3 questions to ask 
about data
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1) What about the 
source?
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What about the source?

Just like every other piece of 
information a good first step to critically 
evaluate data is to check the source 
that has produced or shared them. 
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Are polar bears going extinct 
due to climate change?

According to this "study" published 
by a group called the Global 
Warming Policy Foundation, they 
are doing just fine.

Should we trust this information?
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…Upon further research, we find that, despite 
its name, the Global Warming Foundation is a 
"pro-fossil fuel think tank."

As such, it has a significant interest in denying 
the effects of the climate crisis.

Does that necessarily mean that what they say 
is false? No, but it means we have to be even 
more careful in evaluating what they say on the 
subject.
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Sometimes, seemingly reasonable and 
sensible claims supported by data should be 
approached with caution because the source 
has vested interest in a claim.

This is the case with an “advertorial” 
appeared in The New York Times in March 
2000, discussing "Unsettled Science" 
regarding climate change.

Is climate change science 
still “unsettled”?
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There is also a chart showing the 
temperature trend in the Sargasso Sea 
over the last 3000 years, which aims to 
show that the trend is oscillating, and 
therefore there is no upward 
temperature trend.
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In reality, at the time, there was already 
a solid consensus among scientists on 
"global warming," as evidenced by this 
New York Times front page from 1988 
(2 years earlier).
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And, as document revelations 
showed, the same oil industries, 
including Exxon, the author of the 
advertorial we started from, were 
well aware of the risks of continuous 
CO2 emissions from human 
activities into the atmosphere at least 
since the mid-1970s.
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2) Are the data 
correct?
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2) ARE THE DATA CORRECT?

In journalism, headlines are important. Often 
readers read those only. And for many 
readers of the Italian newspaper “La 
Stampa”, discovering that in Albania, 
summer holidays may cost “up to 250%” 
less than in Italy can be a pleasant surprise.

But perhaps that's too good to be true, isn't 
it?

Source: La Stampa - Aug 12, 
2023](https://www.lastampa.it/cronaca/2023/08/12/news/vacanze_ecco_perche_gli_italiani_scelgono_lalbania_dai_letti
ni_alle_cene_al_soggiorno_prezzi_piu_bassi_anche_del_250-12993299/)
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2) ARE THE DATA CORRECT?

As many Twitter users pointed out in response 
to the article, saying that something could cost 
250% less is misleading and incorrect: if that 
would be the case case, in fact, the price would 
be negative.

In general, percentages should always be 
handled with care, especially when used to 
make comparisons. And, consequently, should 
always be evaluated with extra care. 
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3) How were the 
data collected?



DATA LITERACY

3) HOW WERE THE DATA 
COLLECTED?

It is important to understand how a 
piece of data is collected or processed.
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3) HOW WERE THE DATA 
COLLECTED?

It is important to understand how a 
piece of data is collected or processed.

For example: how are market 
evaluations of football players reported 
by the popular Transfermarkt website 
collected?
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3) HOW WERE THE DATA COLLECTED?

Many people think Transfermark’s “market evaluation” 
data are produced by an algorithm. 

However, looking for more information, we find out that 
for those data Transfermarkt relies on the so called 
"wisdom of the community".

Is that wrong? Not necessarily, but it is a piece of 
information that it is useful to know in order to evaluate 
the data we are using and sharing and using them 
correclty. 
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PART 4
Data verification



DATA LITERACY

A 3-step process:
1 - Find the sources
2 - Analyze the content
3 - Look around
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CASE STUDY:

Italy, 35 euros for 
hosting refugees
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35 EUROS FOR REFUGEES?

This headline appeared on the 
front page of the Italian newspaper 
“Libero”on November 30, 2016.

It says: “€35 to refugees, just €25 
to earthquake victims”

But are things really as the 
headline suggests? Let's try to 
verify.
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FIND THE SOURCE

The first primary source to trace 
to verify the data is the Italian 
Official Gazette (OG), where 
Italy’s new laws are published. In 
2013 the OG reported the 
decision of the Ministry of the 
Internal Affair to set the daily 
contribution for refugees at 
€35.56.
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b) Extraordinary per capita daily contribution for a maximum period of 6 
months amounting to 35.56 euros

FIND THE SOURCE
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FIND THE SOURCE

Upon further investigation, it can be 
discovered that these funds are 
provided by the government to the 
facilities that host the migrants through 
local tenders issued by Prefectures, the 
authorities that represent the central 
government at the local level.

These tenders are also a primary 
source to check. For instance, the 
tender announced by the Prefecture of 
Treviso, in Northern Italy. 
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ANALYZE THE CONTENT

At this point, we can better analyze the 
content. In the tender, it is mentioned 
that the starting bidding price is 35 
euros per person and the bidding 
process is carried out in a downward 
manner.

But what exactly are these funds used 
for?
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ANALYZE THE CONTENT

Upon closer analysis, we discover 
that these 35 euros are intended to 
cover many expenses.
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ANALYZE THE CONTENT

Only a small fraction actually reaches the 
refugees' pockets. 

How much? 2.5 euros. And no more than 
7.5 euros per family.
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2.50 euros per capita/per day, up to a maximum of 7.50 euros per family unit.
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LOOK AROUND

To verify if our research and conclusions 
are accurate, we can try to look around for 
additional information on the topic.

For instance, a report from the Ministry of 
Internal Affairs.
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LOOK AROUND

The report verifies that the average daily 
expenditure per refugee is indeed 35 
euros. 

However, only a small portion is allocated 
directly to the immigrants, specifically a 
fraction of what is termed "general 
assistance expenses," averaging around 
8.24 euros.
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LOOK AROUND

A dossier from the Carta di Roma 
Association affirms that the state 
allocates 35 euros for every asylum 
seeker, with a mere 2.5 euros directly 
benefiting the individual. The remaining 
funds are attributed to expenses related 
to reception, assistance, integration, 
and other associated costs.
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LOOK AROUND

Similar data is reported in an article 
from the Italian newspaper “Il Sole 24 
Ore”.
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LOOK AROUND

A report from UNHCR Italy similarly 
concludes that asylum seekers are 
entitled exclusively to pocket money, 
amounting to 2.50 euros per day, with a 
cap of 7.50 euros per family unit.
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SYNTHETIC MEDIA

PART 1

What are synthetic 
media?
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Synthetic media include:

- video
- audio
- pictures
- texts

generated by an artificial intelligence 
(AI) that manages everything (or part) 
the creative process. 
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EVOLUTION OF MEDIA
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SYNTHETIC CHARACTERS

Lil Miquela is the most famous virtual avatar, with 
over 3 million followers on Instagram.

She has worked for big brands and appeared in 
videos with other celebrity. 

Yet she is not real, she is a 3D model created by 
a team of experts in special effects.

Compared with special effects, these avatars are 
generatable almost
by anyone, thanks to apps that we are now going 
to discover
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SYNTHETIC VIDEOS
Deepfakes are the best known examples of 
synthetic videos created with Artificial 
Intelligence and Special Visual Effects 
technologies.

Here are some examples:
- Terminator with Sylvester Stallone
- Zuckerberg controls us
- Beckham speaks 9 languages

https://www.youtube.com/watch?v=Gz0QZP2RKWA
https://www.instagram.com/p/ByaVigGFP2U/
https://www.youtube.com/watch?v=QiiSAvKJIHo


SYNTHETIC MEDIA

SYNTHETIC IMAGES

Artificial intelligence software is able to 
generate
easily images of people who do not exist, 
such as these models: none of them exist.

Look at the project 
ThisPersonDoesNotExist.com 

The models in these images are not real, 
they are stock photos

https://thispersondoesnotexist.com/
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This Ny Times article analyzes how 
the synthetic images and what are the 
best strategies for verify them.

SYNTHETIC IMAGES

Also, check this out: 
AI biases

https://www.nytimes.com/interactive/2020/11/21/science/artificial-intelligence-fake-people-faces.html?smtyp=cur&smid=tw-nytimes
https://www.vox.com/future-perfect/23023538/ai-dalle-2-openai-bias-gpt-3-incentives
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There are image banks that allow you 
to generate synthetic photos with the 
characteristics that we want.

🙋‍♀️ MICRO-ACTIVITY
Go to Face Generator and try to create a 
series of artificial portraits. 

SYNTHETIC IMAGES

https://generated.photos/
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Software is capable of generating credible satellite 
images of Completely nonexistent locations.

- Fake Geography
- The Fake Places That Only Exist to Catch 
Copycat Mapmakers 

FAKE GEOGRAPHY

https://www.theverge.com/2021/4/27/22403741/deepfake-%20geography-satellite-imagery-at-generated-fakes-threat
https://gizmodo.com/the-fake-places-that-only-exist-to-catch-copycat-cartog-1695414770
https://gizmodo.com/the-fake-places-that-only-exist-to-catch-copycat-cartog-1695414770
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ANIMATED PHOTOS

AI now makes it easy to animate static images and 
thus to "bring back to life" people who never 
existed, such as the characters from famous 
paintings or even animate portraits Of old family 
photos with DeepNostalgia.

🙋‍♀️ MICRO-ACTIVITY
Take a historical black and white photo, upload it to 
DeepNostalgia And see how it feels...

https://www.myheritage.it/deep-nostalgia
https://www.myheritage.it/deep-nostalgia
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SYNTHETIC VOICES

Artificial voices have become mainstream in 
smartphones that we all use. 

But now you can also create your own voice
artificial, cloning their own or other people's.
Look at the project Resemble.ai

Siri or Alexa are examples of synthetic voices

https://www.resemble.ai
http://www.youtube.com/watch?v=8zk0b3t6RU4


SYNTHETIC MEDIA

PART 2

From text to...
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CHATGPT

It is the tool that made text generative AI 
popular. 

If you use it for business, we recommend 
to use Premium version: more stable and 
with access to better features (including 
the GPT4, while the free version has the 
GPT3.5 model)
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In 2022, the number of AI 
software able to transform text 
(of prompts) into different 
types of content: images, 
audio, programming language 
started to spread…
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http://www.youtube.com/watch?v=SVcsDDABEkM
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First of all, the model needs a dataset of training 
that includes matching text and image pairs. These 
pairs are used to teach the model how the textual 
descriptions correlate with visual images.

TRAINING DATA
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The deep learning model is then trained 
on this set of data. During this phase, 
the model learns to map the textual 
descriptions in a feature space that can 
be further used to generate images.

DEEP LEARNING
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The trained model generates a 
representation in the "latent space" 
which is a compendium of  essential 
features of both the text than of images. 
This latent space acts as a bridge 
between textual descriptions and visual 
images.

LATENT SPACE
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When entering a new textual description 
into the model, this is first mapped to 
the latent space. 

From here, the model uses its visual 
part to generate an image that matches 
that latent representation. In this way, 
words are "translated" into a visual 
form.

GENERATION
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There are several software programs that allow 
you to turn prompts into images, some have 
already become chargeable.
Have you ever tried dream.ai?

🙋‍♀️ MICRO-ACTIVITY
Can you distinguish the 3 dogs created by the 
StableDiffusion AI from the real one? Activity 
proposed by the nonprofit association 
thisdogexist

TEXT TO IMAGE

https://dream.ai
https://thisdogexists.com
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It may be helpful for you to know that 
there are databases of stock images
created by AI that can be used for free.

🙋‍♀️ MICRO-ACTIVITY
Browse stockai. Discover hundreds of AI-
generated images and
the prompt that was used to create them.

https://www.stockai.com/
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Compared with voice readers, TTSs 
are software that tries to simulating 
human voices. 

There are several software programs, 
but most useful are premium

You can try Natural Reader

TEXT TO SPEECH

https://www.naturalreaders.com/index.html
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You start with a text, choose a template, 
avatar and style, and you gets a video!

Again, most of the platforms are freemium

🙋‍♀️ MICRO-ACTIVITY
Try the free demo of Synthesia or Runway to 
generate a mini-video from text

TEXT TO VIDEO

https://www.synthesia.io/
https://runwayml.com/
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Starting from normal text, you can get 
the translation in programming 
language also with ChatGPT.

📍 SEE MORE
A guide from FreeCodeCamp on how 
to improve code thanks AI.

https://www.freecodecamp.org/news/how-to-use-ai-to-improve-code-quality/
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PART 3
Tools for creating 
synthetic media
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DALL-E

First public image generator, 
created by OpenAI
Try it here

https://labs.openai.com
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MIDJOURNEY

Very powerful image generator, 
especially for the photorealism.
Interface more complicated 
because you have to go through 
Discord. 

Try it here

https://www.midjourney.com/


SYNTHETIC MEDIA

STABLE DIFFUSION

DreamStudio is Stable 
Diffusion's image 
generator. 

It is open source
Try it here

https://dreamstudio.ai/
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DREAM by Wombo

Very simple tool to use, but 
more limited than the 
others
Try it here

[Prompt: A boy reading a 
book in a tree, realist style]

https://dream.ai/create
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PART 4
Uses and abuses
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EDMOND DE BELAMY

Artwork generated by the 
French collective Obvious. 
The painting is part of a 
series featuring a family 
fictional 18th-century Belamy 
family.

The work is being sold at 
auction by Christie's for a 
sum of approx. 432,500 in 
2018.
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SPATIAL OPERA HOUSE

This work won first place in 
the digital arts category In 
the Colorado State Fair of 
2022.

Many competing artists 
were not happy...
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SONY WORLD PHOTOGRAPHY 
AWARD

German photographer Boris Eldagsen, 
winner of the category Creative of the 
prestigious Sony World Photography 
Award, declined the award as it used an 
image generator of
artificial intelligence to create his work. 

https://www.theguardian.com/technology/2023/apr/17/photographer-%20admits-prize-winning-image-was-ai-generated
https://www.theguardian.com/technology/2023/apr/17/photographer-%20admits-prize-winning-image-was-ai-generated
https://www.theguardian.com/technology/2023/apr/17/photographer-%20admits-prize-winning-image-was-ai-generated
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FALSE POLITICIANS

A network of fake 
Facebook accounts to 
influence the outcome
Of the elections in 2020.
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DEEPFAKE IN WAR

Fake video with the 
president of Ukraine 
announcing to the country 
the surrender.

http://www.youtube.com/watch?v=X17yrEV5sl4
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TRUMP ARRESTED

The fake picture of Donald 
Trump's arrest



SYNTHETIC MEDIA

POPE IN A DOWN JACKET

Pope Francis in an alleged 
white comforter was another 
photo-visual AI catchphrase.

It was actually generated as 
an experiment. 

https://twitter.com/petergyang/status/1640042219586605056
https://twitter.com/petergyang/status/1640042219586605056
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PUTIN ON HIS KNEES
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BERLUSCONI'S MOCK 
FUNERAL 
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UNCANNY VALLEY 
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PART 5
How to analyze 
an AI-generated 
media
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CHECKLIST

AI is still not perfect. Many physical and 
environmental details do not Are best 
rendered, such as:
- facial details
- movements

- background elements
- glitch
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TEETH

These imperfections are most 
noticeable on teeth, eyes, and hair. As 
seen in this video, Obama's teeth are 
all the same and ill-defined.

https://youtu.be/cQ54GDm1eL0
https://youtu.be/cQ54GDm1eL0
https://youtu.be/cQ54GDm1eL0
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Or again in these photos with poorly 
defined teeth or shapes out of 
proportion.
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Strange movements in the forehead or 
facial muscles, as in this video of 
Obama where the jaw seems to go on 
its own

https://youtu.be/cQ54GDm1eL0
https://youtu.be/cQ54GDm1eL0
https://youtu.be/cQ54GDm1eL0
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BLINKING OR NOT?

Some researchers have noticed that in 
early deepfakes, the characters never 
blinked. Kind of like the cyborg 
characters in Terminators who never 
blink.

The new deepfakes have corrected this 
error, but some times it is possible to 
find.

https://theconversation.com/detecting-deepfake-videos-in-the-blink-of-an-eye-101072
http://www.youtube.com/watch?v=EttSA9-YIuI
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HAIR AND SKIN 

Excessively smooth and shiny skin. 

Hair with iridescent colors or strong 
streaks.

https://medium.com/@kcimc/how-to-recognize-fake-ai-generated-images-4d1f6f9a2842
https://medium.com/@kcimc/how-to-recognize-fake-ai-generated-images-4d1f6f9a2842
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EYES and EARS

Asymmetries in the eyes, ears… Also 
beware of glasses: software often 
creates lenses with different or wrong 
mounts.
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EYE REFLECTIONS

Researchers at the University at 
Buffalo have shown that many 
Synthetic images have reflections in 
different eyes. An algorithm has been 
trained to automatically recognize 
these differences.

http://www.buffalo.edu/news/releases/2021/03/010.html
http://www.buffalo.edu/news/releases/2021/03/010.html
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HANDS

Generative AI programs still make it 
very difficult to create Hands done 
right, with all fingers.

You can see it both in the photo: 
- Putin with Jinping



SYNTHETIC MEDIA

HANDS

Look closely… 
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BACKGROUND

→ Vague and blurred shapes 
in the background
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BACKGROUND

→ Texts that are unreadable or        
generated with strange alphabets 

→Indistinct masses of color
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GLITCH

Strange color patches or 
"glitches" (system defect) 
especially when the speaker 
moves from a frontal shot to a 
lateral shot.
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WATERMARK

DALL-E introduced a 
watermark to signal that an 
image was artificially 
generated.
It appears as a sequence of 5 
colored squares and can be 
found in lower right.
In any case, the watermark 
can be easily removed with 
several online programs.
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REVERSE SEARCH

Some useful tools: 

- Google Images
- TinEye

https://www.google.it/imghp?hl=it
https://tineye.com/
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InVID

InVid is a free online service 
that allows you to conduct 
analysis in-depth on video and 
images. Useful if you want to 
analyze individual frames of a 
video with a deepfake and so 
better understand whether 
there are details (teeth, 
eyes,hair) that don't quite add 
up.
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AI DETECTOR

A tool featured on Hugging Face 
that tells us the probability of 
Automatic generation of an image.
- With Putin-Jinping gives artificial 
48 percent.
- With Berlusconi's alleged funeral 
he is confused (43% artificial) 

https://huggingface.co/spaces/umm-maybe/AI-image-detector
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STABLE ATTRIBUTION

Tool that only works with images 
generated with Stable Diffusion.
Tells us what images are used for 
the training set

https://www.stableattribution.com/
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DEEPWARE

Tool analyzes videos posted 
online and tells us how much 
probabilities were generated 
by AI. Try this deepfake with a 
fake Tom Cruise.

More similar tools here

https://deepware.ai/
https://www.youtube.com/watch?v=iyiOVUbsPcM&ab_channel=Vecanoi
https://www.youtube.com/watch?v=iyiOVUbsPcM&ab_channel=Vecanoi
https://ijnet.org/en/story/ai-tools-combating-%20deepfakes
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Synthetic 
Media
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What are chatbots?
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Inputs
Outputs

Text
Text

Speech
Speech

Image
Image/Video

3D models
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Answering 
questions

Resolving 
complaints

Finding a human 
customer service 

assistant

Making 
reservations

Paying billsGetting ideas and 
inspiration

24/7 Support

Voice assistance
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You might know some already…
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They come in all shapes and sizes…

D-ID

Realistic AI chatbot
Try it here

https://chat.d-id.com/
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Not without its flaws…

Read about it here

https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist
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How do chatbots 
work?
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AI Computer
science

Human 
language

Machine 
learning

Deep 
learning

NLP
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Key components

Question & Answer system

Environment

Front-End systems

Node / Traffic server

Custom integrations
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Types of chatbots



MEDIA LITERACY

Rule-based chatbot AI-based chatbot

Comprehends a limited 
range of choices

Trained using machine-
learning algorithms & can 
understand open-ended 

queries

Architecture
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Task-oriented 
chatbot

Conversational 
chatbot

Usage
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Using chatbots
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AI integrations

Notion
for planning and 

project management

Discord
for automations on 
servers and Q&A

Wordpress Plugins - Divi AI
for automations on websites 
and easy content creation
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Prompts
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Sophia By Hanson Robotics

Advanced human-like robot, Sophia,
personifies our dreams for the future of AI.
As a unique combination of science,
engineering, and artistry, Sophia is
simultaneously a human-crafted science
fiction character depicting the future of AI
and robotics, and a platform for advanced
robotics and AI research.

Find out more about her here

https://www.hansonrobotics.com/sophia/
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Building and 
deploying chatbots
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There are several free platforms available for creating 
chatbots, such as:

● Dialogflow by Google
● Chatfuel
● Manychat

https://cloud.google.com/dialogflow
https://chatfuel.com/main
https://manychat.com/
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Part 2 
Digital Medias -
New Realities
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Course 
Overview

✔ The difference between VR / AR / MR

✔ The artistic value of these digital media

✔Where to start
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What is Extended 
Reality (XR)?
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Virtual Reality = 100% virtual

UNIT 1 Fully immersed in VR
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Virtual Reality (VR) is a computer-
generated simulation that immerses users 
in a synthetic, interactive environment, 
providing a sense of presence and 
engagement. 

In this lecture we will see:
● What does it mean to be fully 

immersed
● How media have evolved over time
● How many kinds of artificial content 

exist today

UNIT 1 Fully immersed in VR
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UNIT 1 Fully immersed in VR
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UNIT 1 Fully immersed in VR
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UNIT 1 Fully immersed in VR
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VR use cases

UNIT 1 Fully immersed in VR
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Architecture
UNIT 1 Fully immersed in VR
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Interior Design
UNIT 1 Fully immersed in VR



MEDIA LITERACY

Design
UNIT 1 Fully immersed in VR
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Healthcare
UNIT 1 Fully immersed in VR
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Training
UNIT 1 Fully immersed in VR
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Therapy
UNIT 1 Fully immersed in VR
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Tourism
UNIT 1 Fully immersed in VR
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Art
UNIT 1 Fully immersed in VR



MEDIA LITERACY

Education
UNIT 1 Fully immersed in VR
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UNIT 2 - Exploring the 
Augmented Reality

Augmented Reality = virtual + physical world
(on the phone or tablet…)
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UNIT 2 - Exploring the 
Augmented Reality
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AR use cases

UNIT 2 - Exploring the 
Augmented Reality



MEDIA LITERACY

Retail
UNIT 2 - Exploring the 
Augmented Reality
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UNIT 2 - Exploring the 
Augmented Reality

Art
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Education
UNIT 2 - Exploring the 
Augmented Reality
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Mixed Reality = interactive virtual + physical
(on the MR headset)

UNIT 3 - Mixing in MR
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UNIT 3 - Mixing in MR
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MR use cases

UNIT 3 - Mixing in MR
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UNIT 3 - Mixing in MR

Healthcare
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Design and Prototyping
UNIT 3 - Mixing in MR
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Training
UNIT 3 - Mixing in MR
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Education
UNIT 3 - Mixing in MR
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Forecast
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How to make it yourself?



MEDIA LITERACY
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